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Ukraine’s transformation from cyber victim to cyber power offers insights
from the world’s first sustained state-on-state cyber conflict. This article argues
that institutional agility and organizational design, rather than technical
superiority, determine cyber effectiveness. Drawing on open-source intelligence and
comparative analysis, it distills Ukraine’s experience into three strategic lessons
that demonstrate how democracies can adapt under existential threat. These
findings situate Ukraine’s innovations within broader debates on military
adaptation, democratic resilience, and hybrid conflict, offering both theoretical
contributions and practical guidance for allied defense institutions.
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Hikcon B. Bix skepTBHu kiGepaTak 10 CIPOMOKHOI Ki0epaep:kaBu: TPH
crpaTteriuHi ypoku 3 Kuepa.
Ilepemeopenns Yrpainu 3 scepmeu KibepHemuuHux Hanaoié HA CHPOMONCHY

KibepOeparcagy 8i0obpaxcae nepebic nepuio2o 8 C8imi mpusanio20 MidcOepICA8HO20
Kibepkoughnikmy. Y yiti  cmammi  cmeepoxcyemuvcs, w0 — KibepHemuuHa
epeKmusHicmb BU3HAYAEMbCA He MEXHIYHUMU nepeeazamu, d IHCMumyyiuHow
CHYYKICmI0O ma opeanizayitinolo cmpykmyporo. Ha ocuogi eioxpumux Ooicepen
iHpopmayii ma nopieHANbHO2O aHani3zy 00ce8i0 YKpaiHu y3acaivHeHO Yy mpu
cmpameziuti Ypoxu, AKi 0eMOHCMPYIOMb, AK 0eMOKpAmii MONCYMb a0anmyeamucs
8 yMo8ax 3azpo3u ixubomy icuysannio. Lli eucnosku oaroms ocHO8Y 05l pO32NAdY
iHHo8ayit YKkpainu 6 wupuiomy Kommexkcmi Oebamieé npo 6iliCbKo8y adanmayiro,
0eMOKpAMUyYHy CmMitKicms ma 2iOpuoOHi KOHPAIKMU, NPONOHYIOUU AK MeOpemUyHUL
BHECOK, MAaK i NpaKmu4Hi pekomeHoayii 0 0OOPOHHUX IHCMUMYYIU COOZHUKIE.

Knwuoei cnosa: xibepsiiina, koughaikm 6 Ykpaini, incmumyyitiHuii Ou3aiin,
ingpopmayituni onepayii, 3axucm oOemokpamuyunoi Oepoicasu, cmpamezis HATO,
Kibepghizuuna inmezpayis.

I. Introduction: From Cyber Victim to Cyber Power
The war in Ukraine represents the first protracted kinetic conflict between
states where cyber operations have been continuously integrated across all phases of
warfare. Unlike the brief cyber campaigns in Estonia (2007) or Georgia (2008),
which largely involved short-lived DDoS and defacement attacks [1; 2], this
conflict provides three years of sustained cyber—physical integration data. Since
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Russia's February 2022 invasion, Ukraine has transformed from primarily a victim
of cyber operations into an active shaper of the cyber domain—a shift that
challenges conventional assumptions about the sources of cyber power [3; 4]. This
transformation provides unprecedented empirical evidence for a fundamental
question in security studies: what determines effectiveness in cyber conflict?

Existing literature offers competing explanations. Technological determinists
emphasize advanced capabilities and sophisticated attack tools [5; 6]. Strategic
theorists focus on doctrine and escalation dynamics [7; 8]. Ukraine's experience
suggests a third explanation: institutional design and organizational agility matter
more than technical superiority or doctrine.

This study asks: What lessons can Ukraine's cyber transformation offer for
democratic states confronting authoritarian adversaries in hybrid conflict? While
Thomas Rid's foundational framework of cyber operations—espionage, sabotage,
and subversion—provides essential analytical categories, Ukraine's experience
suggests that effectiveness across these domains depends on underlying institutional
factors rather than domain-specific capabilities [9].

The central argument is that Ukraine's success stems not from technological
advantages or superior operational techniques, but from institutional innovations
that enabled cross-domain integration: horizontal coordination among diverse
domestic and overseas actors, tactical embedding of cyber capabilities, and coherent
narrative responses that span traditional operational boundaries. Jeremy Fleming,
Director of GCHQ, provided a powerful third-party endorsement of Ukraine's
approach, stating in August 2022 that it amounted to one of the most effective cyber
defences in history [10].

While the insight that organizational design often outweighs technological
superiority is not new [11; 12; 13; 14], Ukraine provides the first sustained
empirical test of this principle in state-on-state cyber conflict. The novelty here lies
not in the concept itself, but in demonstrating how it operates under real wartime
conditions, with civil society, private sector, and state institutions fused into a
coherent cyber ecosystem [15; 16].

Conceptualizing Ukraine’s Cyber Power

For the purposes of this analysis, cyber power encompasses both defensive
and offensive dimensions across Rid's three operational domains. Defensively,
cyber power manifests as resilience—the ability to limit an adversary's effectiveness
through rapid detection, mitigation, and recovery from cyber operations.
Offensively, it comprises the capacity to conduct successful operations across
espionage (persistent intelligence collection), sabotage (disruption of systems and
infrastructure), and subversion (shaping perceptions and narratives). Ukraine's
evolution demonstrates that cyber power ultimately derives not from technical
capabilities alone, but from the institutional capacity to integrate these defensive
and offensive elements into coherent operational campaigns [17; 18].

Three strategic lessons emerge from this transformation. First, horizontally
integrated institutions that combine government, private sector, and civil society
capabilities consistently outperform centralized hierarchies in cyber conflict.
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Second, cyber capabilities achieve greatest impact when embedded directly within
conventional warfighting functions rather than treated as a separate strategic
domain. Third, Western democracies face critical vulnerabilities in information
warfare due to fragmented institutional responses that adversaries systematically
exploit.

This article introduces a new mechanism of institutional adaptation: combat-
driven integration. This concept describes how an existential threat can accelerate
the fusion of cyber capabilities with state and civil structures, achieving a level of
integration that has not been possible under peacetime conditions. Ukraine's
experience provides the first sustained empirical test of this principle, showcasing a
rapid, threat-accelerated transformation of cyber power. It thus presents a distinct
model that contrasts with established paradigms of deliberate peacetime innovation,
positing existential threat itself as the primary catalyst for rapid and profound
institutional adaptation.

This study extends existing theory in three ways. First, it challenges the
resource-dependency assumptions in cyber conflict theory by demonstrating how
institutional design can offset material disadvantages. Second, it provides the first
empirical test of networked governance theories in sustained cyber combat
conditions. Third, it identifies a new mechanism for cyber—combat-driven
integration—whereby existential threat accelerates institutional adaptation beyond
peacetime reform capabilities.

These findings also contribute to three scholarly debates. In military
innovation studies, they support theories emphasizing organizational design over
technological capability [12; 13]. In cybersecurity research, they provide empirical
evidence for claims about the importance of integration and persistence over
isolated technical effects [17; 18]. In democratic resilience literature, they
demonstrate how institutional agility can offset resource disadvantages in hybrid
conflicts.

II. The Ukrainian Cyber Experience: Defying Predictions

Before Russia’s February 2022 invasion, many analysts anticipated that the
conflict would “redefine cyber warfare,” with predictions of massive digital
disruption from what was assessed to be a tier-one cyber power [19; 20]. These
predictions were rooted in Russia's demonstrated cyber capacity during the initial
conflict from 2014 onwards, where disruptive attacks on Ukrainian critical
infrastructure and electoral processes revealed significant defensive vulnerabilities
and a lack of coordinated national cyber strategy [21]. Instead, dramatic “lights-out”
scenarios failed to materialize. Rather than a momentous first-strike cyber
blitzkrieg, the conflict has featured adaptive integration of cyber capabilities across
all three of Rid’s domains, revealing fundamental insights about cyber conflict
dynamics.

Ukraine has transformed from primarily a victim of cyber operations into an
active shaper of the cyber domain. This transformation is measurable across
multiple dimensions.
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Prior to 2022, Ukraine suffered major cyber incidents with limited response
capability — the 2015 and 2016 power grid attacks left hundreds of thousands
without electricity, and the NotPetya (2017) attack caused over US$10 billion in
global damages that originated in Ukraine [19], plus the country lacked coordinated
offensive cyber capabilities. By contrast, since February 2022, Ukraine has
successfully defended against over 4,500 cyber attacks according to the State
Service of Special Communications [22], while its offensive operations have
breached Russian ministries, disrupted military logistics systems, and compromised
over 800 Russian information resources according to the IT Army's public reporting
[23; 24]. "Our actions are starting to look more and more like a Hollywood hacker
movie, just without the popcorn." — A post on the IT Army of Ukraine's Telegram
channel [23].

The shift from passive victim to active combatant represents a fundamental
change in cyber posture. Critical and high-level cyber incidents plummeted from
1,048 in 2022 to 367 in 2023, and further to just 59 in 2024, according to CERT-UA
reporting [25]. This represents an 81% reduction in critical incidents despite
cyberattacks surging 123% in volume, demonstrating that institutional
improvements in detection, mitigation, and coordination have dramatically
enhanced defensive effectiveness [26]. The scale of the challenge remains
significant, with Ukraine recording 4,315 total cyber incidents in 2024—
approximately 12 major incidents daily—yet the success rate of critical attacks has
declined substantially [27].

Across Rid's foundational categories, the conflict has revealed: Espionage
Evolution: Traditional strategic cyber intelligence has evolved into tactical
battlefield support systems, providing real-time targeting data for Kkinetic
operations—fundamentally expanding cyber beyond strategic intelligence-
gathering. Sabotage Constraints: While tactically valuable when synchronized with
kinetic action, standalone cyber sabotage remains strategically limited, challenging
assumptions about digital disruption as a substitute for conventional force.
Subversion Asymmetries: Russia's volume-driven approach has achieved
considerable strategic and tactical impact, while Ukraine's authenticity-driven
counter-operations demonstrate that credibility can compete effectively against
propaganda saturation when properly institutionalized [28].

While Rid's framework provides essential analytical categories for
understanding cyber operations, Ukraine's experience reveals that operational
effectiveness depends less on domain-specific capabilities than on cross-cutting
institutional factors that enable integration across all three domains. This study does
not treat espionage, sabotage, and subversion as separate. Instead, it shows how
institutional design shapes effectiveness across the entire spectrum of cyber conflict,
both defensive and offensive.

Ukraine's transformation demonstrates that the same organizational
innovations—horizontal integration, tactical embedding, and coordinated
response—determine effectiveness whether conducting intelligence operations,
cyber-physical attacks, or information campaigns. This institutional lens explains
why Ukraine could rapidly adapt across multiple domains while Russia, despite
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superior technical capabilities, struggled with coordination and integration
constraints rooted in political and bureaucratic structures.

For NATO allies and democratic defense institutions, the implications extend
beyond the current conflict. Ukraine demonstrates that institutional reform—not
merely technological investment—determines cyber readiness. As authoritarian
adversaries refine hybrid warfare strategies, democratic states must adapt their
organizational structures to compete effectively across all domains of conflict.
Ukraine's experience offers both a model and a warning: adaptation is possible, but
the window for learning may be finite.

Table 1.
The Russian-Ukraine Cyber Experience across Rid domains
Cyber Russia Ukraine Institutional
Domain Explanation
Espionage GRU-led, centralized, often  Integrated ISR: state Horizontal integration and
siloed; reported delays in (HUR), volunteers, rapid fusion of civil, state,
intelligence flow to private partners; and private inputs
battlefield intelligence to battlefield
within hours
Sabotage  Technically advanced (APT-  Precision-focused Organizational agility enables
level, CNI targeting pre-war, sabotage, often cyber-physical integration
wipers); limited synchronized with
synchronization with kinetic ~ drone/artillery strikes
ops
Subversion Volume-driven “firchose of  Authenticity-based Centralized coordination with
falsehood,” industrial-scale narrative strategy decentralized execution
disinfo campaigns targeting  coordinated by CCD + produces credible counter-
Western Alliance. Embedded  volunteers narratives

into tactical offensives.

II1. The Three Ukrainian Cyber Lessons
Lesson 1: Organizational Supremacy Versus Technical Wizardry

Ukraine’s most underappreciated cyber advantage in both defensive and
offensive operations lies not in advanced malware or sophisticated attack tools, but
in its ability to orchestrate a horizontally integrated ecosystem that fuses inputs
from foreign partners, private-sector providers, and civil society actors. This
organizational innovation has at times outperformed Russia’s more centralized and
hierarchical model, despite Moscow’s deeper technical resources.

This is rooted in a fundamental mismatch between the nature of modern cyber
conflict and the deeply ingrained, hierarchical structure of the Russian state. Unlike
conventional warfare, cyber operations thrive on decentralized initiative and rapid,
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real-time adaptation. Russia's system, designed for top-down control and vertical
information flow, created a bureaucratic bottleneck that proved too slow and
inflexible to compete with Ukraine's agile, horizontally integrated network of state
and non-state actors [29].

This organizational innovation has enabled Ukraine to achieve operational
effects disproportionate to its resources, compensating for Russia's technical and
numerical advantages through speed of adaptation and cross-sector coordination.
While Russia maintains superiority in advanced persistent threats and zero-day
capabilities, Ukraine's distributed model has demonstrated particular advantages in
rapid cyber defense, crowd-sourced intelligence gathering, and coordinated
narrative responses.

Military innovation studies show that organizational design often outweighs
technology [11; 12]. Networked governance and collaborative advantage theories
argue that distributed coordination can exceed the sum of its parts [31; 32]. Cyber
studies add that offensive operations achieve value mainly when integrated with
broader campaigns [18; 17].

The Horizontal Integration Advantage

Ukraine’s defensive cyber resilience, by contrast, rests on multi-stakeholder
coordination across government, the military, private technology companies, and
volunteer civilian groups. This horizontal integration advantage has been critical to
Ukraine’s success. From Microsoft’s security telemetry to diaspora-led forensics
and grassroots OSINT networks, this pluralistic architecture has enabled agility that
centralized systems struggle to replicate [33; 34].

This horizontal integration advantage is critical to Ukraine's success and a
core manifestation of combat-driven integration in Ukraine's defensive posture. The
existential threat of the full-scale invasion forced a rapid, unprecedented coalition of
state agencies, volunteer hackers, and foreign private-sector companies, all of which
had previously operated in relative silos

The efficacy of Ukraine's horizontally integrated cyber defense model is not
merely anecdotal; it is now empirically validated by official performance data. The
State Service of Special Communications and Information Protection 2025 Annual
report marked a clear increase in defensive resilience from 2021 to 2024. As shown
in Table 1, the total volume of detected cyber incidents demonstrates a major
escalation of Russian cyber attacker activity with a major improved detection and
response capabilities. The number of successful high and critical severity incidents
plummeted over the period since the war commenced. The SSSCIP attributes this
success directly to the 'coordinated work' of a fused ecosystem of government,
military, private sector, and civil society actors [35].

This integration was facilitated by international frameworks such as The
Tallinn Mechanism, a coalition of allies which has coordinated civilian cyber
capacity building since its founding in 2023 [36]. The value of this public-private
fusion is demonstrated by a 2025 advisory in which U.S., UK, and international
cyber authorities provided detailed analysis of Russian GRU cyber operations
targeting defense logistics, leveraging insights from government intelligence and
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private sector partners to enable network defenders to identify and mitigate these
threats globally [37].

Legal foundations for such integration were laid in the Law on National
Security of Ukraine [38] and strengthened in the National Cybersecurity Strategy
2021 [39], which explicitly recognized civil society and private-sector roles in
national resilience. The 2021 National Cybersecurity Strategy (Decree No.
447/2021), assigned clear roles to government, private sector, and civil society
actors in resilience, public-private partnership, and legal regulation. The National
Coordination Center / State approach also includes metrics for success and public
reporting.

Table 2.
Registered cyber incidents prior to and following
the full-scale invasion, 2021-2024

Year Total Critical & Year-on-Year Implication

Registered High-Level Change

Cyber Incidents (Critical/High)

Incidents

2021 1,350 403 — Baseline year prior to full-scale
invasion.

2022 2,194 1,048 +160% Massive spike in severe attacks

following the full-scale invasion.

2023 2,543 367 -65% Drastic improvement in
resilience; severe incidents
plummet despite higher total
volume.

2024 4,315 59 -84% Sustained and  accelerating

defensive effectiveness against
escalating attacks.

Source: War and Cyber, Three Years of Struggles and Lessons for Global Security (SSSCIP, 2025).

These frameworks enabled rapid mobilization of civilian expertise while
preserving state oversight [40]. International partnerships with allied intelligence and
private firms further amplified capabilities, creating a distributed innovation network
that adapts faster than traditional bureaucracies especially to detect and mitigate
Russian APT activity.

Organizational Innovation Under Pressure
Ukraine’s model reflects democratic resilience under existential threat.
Offensively, civilian groups such as the IT Army, Cyber Resistance, and the Cyber

92



Community for Free Ukraine evolved from ad hoc hacktivism into semi-coordinated
auxiliaries, providing both cyber intelligence and cyber sabotage capability [23].
Reinforced by institutional innovations such as the Ministry of Digital
Transformation (est. 2019) and state—civil society initiatives like the official
establishment of the IT Army of Ukraine, which mobilized thousands of volunteer
hackers into a coordinated auxiliary force [41]. These mechanisms illustrate how
democracies can mobilize latent capacity in crises, though they also raise long-term
questions about sustainability, security vulnerabilities,

Conversely, while Russia possesses organisations like the SVR, GRU and
FSB that have demonstrated technically advanced cyber capabilities, its overall
operational effectiveness suffers from institutional constraints. Competing
intelligence agencies guard proprietary tools and resist integration with military
operations [29; 30]. These rivalries, rooted in Putin's political system, impact the
flow of time-sensitive intelligence to the battlefield. The result is cyber operations
that are sophisticated in design but slow to adapt. Ukraine’s horizontally integrated
model emphasizes speed, flexibility, and continuous learning. These qualities
consistently offset Russia’s resource superiority.

The organizational lesson extends beyond Ukraine. NATO allies face the
challenge of building accountable yet flexible structures that can integrate public,
private, and civil society capacities. The UK’s 2025 Strategic Defence Review
acknowledges this need, calling for “breaking down barriers between individual
Services, between the military and the private sector, and between the Armed
Forces and wider society” [42]. While replication of Ukraine’s model may be
difficult in peacetime, its core principles—horizontal integration, civil society
engagement, and adaptive institutional design—offer valuable guidance. Ukraine’s
own Cybersecurity Strategy 2021 [39] and the Concept for the Development of the
Security and Defense Sector of Ukraine [43] highlight these priorities, providing
frameworks that allies can study as they adapt democratic institutions to the digital
battlefield.

Lesson 2: The Operationalization of Cyber for Combined Arms Warfare
The second major innovation lies in bridging the traditional gap between
cyber operations and battlefield functions. Cyber is no longer confined to strategic
intelligence gathering but is increasingly integrated into both strategic and tactical
operations. This marks a doctrinal evolution: cyber is no separate or isolated domain
but, under the right conditions, an increasingly productive element of combined
arms warfare.

From Strategic to Tactical Cyber Operations

Traditional cyber operations have historically pursued strategic objectives—
long-term intelligence collection, major infrastructure disruption, or high-level
political influence. The war in Ukraine has demonstrated cyber’s evolution into
direct battlefield support, fundamentally expanding operational applications and
compressing decision cycles [44].
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Russia’s deployment of the Infamous Chisel malware, which tracked
Ukrainian troop positions via Android devices, that enabled near real-time artillery
targeting [45] is the most high profile example; illustrating what Maschmeyer [17]
terms “cyber persistence”: sustained access that delivers continuous operational
support and as Smeets [18] argues cyber achieves strategic value only when
integrated with broader military campaigns.

The Fusion Model

The fusion of cyber and kinetic operations is the most direct outcome of
combat-driven integration. Faced with the immediate need to survive, Ukraine's
military and security services were compelled to break down traditional silos and
embed cyber capabilities at the tactical edge, a process that would have potentially
taken years under peacetime conditions.

Ukraine’s offensive cyber power stems from a two-tier model combining
state institutions with civilian volunteers and partners. Military intelligence (HUR)
conducts APT-level espionage against Russian ministries and defense firms, while
civil groups generate tactical intelligence through social media monitoring and
open-source analysis as well as providing both standalone cyber sabotage operations
and ones integrated into broader kinetic action [28].

Civilian networks are now assessed to be able to move information from
collection to battlefield use within hours—an agility traditional intelligence cycles
cannot match [46]. Coordination between official and unofficial actors maintains
security while maximizing information flow. This fusion has enabled cyber strikes
on Russian command software and the disruption of drone control systems [47],
demonstrating the potential of this emergent novel “whole-of-nation” model of
cyber-enabled warfare.

Unlike Russia’s early reliance on large-scale destructive operations for
psychological shock [29], Ukraine emphasizes precision. Its cyber actions support
drone strikes, disable surveillance systems, and disrupt communications in
coordination with kinetic operations [23]. This approach reflects both necessity—
Ukraine cannot match Russia’s scale—and strategy: synchronized cyber support
provides more battlefield advantage than isolated cyber sabotage. For NATO, the
lesson is clear: cyber power lies less in spectacular, standalone attacks than in
timely, integrated effects.

The Warfighter’s New Reality

The integration of cyber into routine military operations represents a
fundamental shift in warfighting requirements. Future leaders must understand
digital intelligence collection—its strengths and limitations—alongside cyber threat
mitigation and information warfare as core competencies, not specialist functions.

Commanders must also incorporate digital offense and defense into decision-
making processes. At the same time, civil-military cooperation introduces
challenges of coordination, security, and command authority. Ukraine has
improvised solutions under wartime pressure; NATO allies face the harder task of
institutionalizing them in peacetime. As RUSI and the UK’s National Cyber Force
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argue, Western militaries require “new thinking” that embeds offensive and
defensive cyber into doctrine rather than treating them as separate technical
functions [48].

Lesson 3: The Information Warfare Crisis
Ukraine’s third lesson exposes the structural domain where democracies
remain most vulnerable: information warfare. Russia’s coordinated disinformation
campaigns have consistently shaped perceptions, weakened morale, and influenced
political debates across borders. By contrast, Western responses are fragmented,
scattered across agencies with overlapping mandates and limited resources.

The Undefended Domain

Of Rid’s three cyber categories, subversion has been Russia’s most effective.
Ukraine has faced these operations both tactically—targeting frontline units with
demoralizing narratives, falsified battlefield footage, and fake surrender messages—
and strategically, through campaigns designed to erode foreign support for aid and to
polarize allied societies [46; 49; 50].

Detailed case studies of these campaigns have documented their specific
narratives, such as framing the conflict as a necessary "denazification" of Ukraine
and a proxy war against the West, and have analyzed their measurable impacts on
shaping public perception [49]. Russian operations systematically exploit the
structural openness of democratic media systems, using social media platforms as
central propaganda tools to wage information war in the post-truth era [51]. Their
campaigns are designed to move faster than the slow, siloed responses of most
Western institutions.

This vulnerability is institutional, not technological. Russia embeds the
cognitive domain in its national security strategy, while democratic states divide
responsibilities between militaries, intelligence agencies, civilian regulators, and
private platforms. The result is slow detection, unclear authority, and inconsistent
messaging—conditions adversaries exploit to gain initiative.

Analysis of available intelligence reporting reveals the vast complexity of these
efforts. Recorded Future has documented dozens of major Russian influence
campaigns since 2022. These include Operation Undercut (targeting Western military
aid debates) [52], Operation Overload (impersonating media to manipulate the 2024
U.S. election discourse) [53], and coordinated efforts against German [54] Romanian,
and Moldovan [55] elections.

The volume of output suggests subversion may represent a larger share of
Russia's overall cyber effort than other types of cyber operations, a strategic choice
that exploits democratic vulnerabilities more effectively than technical attacks. As the
reporting illustrates, Russia operates multiple parallel influence networks, each
running dozens of simultaneous narratives across hundreds of platforms, representing
thousands of daily posts.
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Ukraine’s Counter-Innovation

Despite being under constant attack, Ukraine has developed a model for
counter-disinformation rooted in authenticity, devolved coordination, and speed [56;
57]. Rather than attempting to match Russia’s “firehose of falsehood,” Ukraine
focuses on verified content [58]: transparent updates from military commands,
documentation of battlefield outcomes, and rapid correction of fabrications.

This rapid, integrated response was most evident during the successful Kharkiv
offensive in late 2022 [59; 60]. As Ukrainian forces made rapid gains, Russia's cyber
information operations attempted to sow confusion and panic, spreading
disinformation that their retreat was a feigned withdrawal designed to lure Ukrainian
troops into a trap [61]. In a clear example of combat-driven integration, Ukraine's
Ministry of Defense, supported by civilian volunteers and open-source intelligence
groups, immediately countered this narrative [59]. They published real-time,
geolocated video evidence of a full-scale Russian retreat, directly undermining the
psychological operation and maintaining operational momentum [62]. The speed and
unity of this response—coordinating military action with information defense—
showcased how Ukraine's institutional agility defeats Russia's information warfare at
the tactical level [56].

Table 3.
Kharkiv Offensive — Russian Narratives
versus Ukrainian Counter-Narratives

Russian Narrative Ukrainian Counter-Narrative

Narrative Title 'Feigned Retreat' / 'Regrouping’  Strategic Feint / Defensive Breakthrough /
Liberation

Source Kremlin, Ministry of Defense Ukrainian Military Command, OSINT
community, Civil Society

Objective Salvage political credibility, Create strategic military advantage,
minimize military defeat. document war crimes, expose Russian
losses.
Analysis Weak, reactive, incoherent, and  Proactive, multi-faceted, fact-based, and

contradicted by on-the-ground highly effective due to synergy between
reality. military and civilian actors.

For decades, open societies have struggled with information warfare, often
resorting to a reactive, fact-checking paradigm. Ukraine, however, introduced a new
model. Rather than simply debunking falsehoods, Kyiv's strategy leveraged a
cohesive national narrative centered on authenticity and shared values. This approach
demonstrates that in the information age, the most powerful defense against a
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'firehose of falsehood' is not a competing propaganda machine, but a trustworthy and
coordinated national voice that empowers civil society to become a frontline of truth.

Institutional coordination is a central element of Ukraine's information warfare
strategy, which operates under the strategic oversight of the Centre for Countering
Disinformation (CCD), a body under the National Security and Defense Council [63].
This approach is not a centralized propaganda machine but rather a model of
decentralized execution that draws on civil society, diaspora communities, and
volunteer networks. For example, independent media and organizations like StopFake
and Detector Media carry out crucial fact-checking and investigative work, while
groups such as the PR Army mobilize communication specialists to shape
international narratives [64]. The Ministry of Digital Transformation also contributes
by supporting monitoring efforts and mobilizing volunteers, deliberately linking
operational success to narrative impact. This framework is supported by the 2021
National Cybersecurity Strategy [63] and its implementing decrees.

The CCD and other coordinating bodies operate within a policy framework
buttressed by the 2021 Strategy and implementing decrees (Decree No. 447/2021),
which grant RNBO and associated agencies clearer authorities for coordination and
measurement of outcomes. In addition, Ukraine’s implementation plan for the 2021
Strategy included public-private partnership mechanisms and civil society
mobilization for information monitoring, reflecting both tactical responses (to fake
battlefield narratives) and strategic communications tasks.

This approach has yielded tactical and strategic results. At the tactical level,
Ukraine has countered false surrender messages and disinformation designed to
paralyze units. At the strategic level, coordinated messaging—through authentic
combat footage, international briefings, and carefully timed campaigns—has
bolstered public resilience and sustained international support albeit acknowledging
the difficulties.

The Western Institutional Gap

In contrast, Western counter-disinformation frameworks remain fragmented.
Military psy-ops focus outward, intelligence services are constrained domestically,
civilian regulators lack speed and resources, and technology platforms set their own
standards based on commercial logic. Even when disinformation campaigns are
identified, responses are delayed or inconsistent. Recent cases in Europe—including
election interference in Romania and Germany, and riot-triggering campaigns in the
UK—show how adversaries exploit these institutional weaknesses.

Unlike espionage or sabotage, information warfare exploits inherent features of
democratic societies: openness, pluralism, and free expression. Russian operations
have degraded Ukrainian morale, influenced foreign parliamentary votes, and
polarized allied societies—all at a fraction of the cost of conventional operations.
These effects are enduring and politically consequential, making this domain the
most strategically dangerous. Institutional fragmentation ultimately creates a
governance gap that adversaries can systematically exploit, turning the inherent
strengths of an open society into a key vulnerability in the information domain.
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Institutional Adaptation Will Be Required

Ukraine demonstrates that democracies can respond effectively without
abandoning democratic principles, but only if they build institutions with clear
authority and rapid decision-making. The CCD offers one model: a central hub for
coordination that empowers distributed execution across government, civil society,
and private actors. Pre-established procedures for rapid response are essential, since
bureaucratic delays cede the initiative to adversaries.

Other democracies can draw on lessons from Ukraine’s experience both
confirming and extending these cases: like Estonia after 2007, it institutionalized
whole-of-society cyber defense [65]; like Israel, it integrated cyber directly into
warfighting functions [66]; and like Taiwan [67], it leverages volunteer-based
counter-disinformation networks.

The common thread between all these experiences against authoritarian digital
subversion is that agility, authenticity, and integration matter more than scale.
Ukraine’s experience proves that even under sustained assault, coordinated
democratic responses can contest the information domain. The question for Western
allies is whether they can institutionalize similar reforms in peacetime. Ultimately,
Ukraine's experience demonstrates that the three critical lessons—organizational
agility, cyber-kinetic integration, and institutionalized information defense—are all
powerful examples of combat-driven integration.

IV. Strategic Implications for NATO and Allied States

Ukraine’s wartime innovations offer lessons that extend well beyond the
current conflict. For NATO and partner nations, the central message is clear:
institutions must adapt faster than technology. Scholars of military innovation have
long argued that organizational design and political context shape outcomes as much
as technical capacity [12; 68]. Ukraine’s experience confirms this insight,
demonstrating that institutional agility, cyber—warfighter integration, and narrative
coherence can offset the numerical and technical advantages of an adversary [9; 17].
For allies, the challenge is whether these insights can be internalized in peacetime—
before a future confrontation forces adaptation under fire.

1. The Organizational Imperative

Ukraine’s horizontal integration of government, civil society, and the private
sector provides a model for defensive and offensive cyber operations as well as
democratic resilience. This approach enabled speed, creativity, and continuity despite
sustained cyberattacks and subversion. In contrast, many Western defense systems
remain structured around siloed bureaucracies and slow approval chains, a problem
long identified in comparative studies of national security decision-making [69].
Allies need to understand Ukraine's governance model as described in National
Cybersecurity Governance: Ukraine [70], where risk-based, legally underpinned
coordination among state bodies, volunteer actors, and civil society is
institutionalized, including predefined metrics and accountability.

The implication is that allied states must reconsider how to institutionalize
"whole-of-society" cyber structures that remain accountable but flexible. Estonia's
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Cybersecurity Strategy 2024-2030 illustrates such thinking, emphasizing national
cyber hygiene programs and citizen engagement [71]. For larger NATO members
though achieving comparable integration will require not only technical investment
but also new legal frameworks, trusted information-sharing mechanisms, and
culturally embedded norms of collaboration at a whole different scale.

Alternative explanations merit consideration

One is Western intelligence and technical support—from real-time Allied
threat intelligence, Microsoft's telemetry access, Amazon's Cloud Services, Palantir's
analytics to allied cyber command support. This undoubtedly amplified Ukraine's
capabilities. However, this support actually reinforces rather than contradicts the
organizational thesis.

Multiple states — including Georgia after 2008, Moldova since 2022, and even
NATO allies such as the Baltic states and Poland — have received similar, albeit on a
smaller scale of, Western assistance, ranging from NATO trust funds to U.S. Cyber
Command "hunt forward" missions [72; 73] and Microsoft threat intelligence support
[74; 75; 34]. Yet none have achieved Ukraine's level of real-time integration across
military, government, private, and civil society actors.

This contrast reinforces the organizational thesis: external support is necessary
but not sufficient without institutions capable of synthesizing it into operational
effectiveness. Ukraine's ability to synthesize diverse streams of support into
operational coherence demonstrates that institutional design determines whether
external support translates into operational effectiveness [28]. Resources without
integration structures and capabilities remain tactically useful but strategically
limited.

2. The Military Transformation Challenge

Cyber effects in Ukraine are not strategic abstractions but are now tactical
enablers: disrupting command systems, guiding artillery, protecting logistics, and
shaping deception operations [76]. This integration was possible because cyber
activities were fused into daily combat planning rather than treated as a separate
technical specialty. For NATO militaries, this raises hard questions about force
design and doctrine.

Maschmeyer’s concept of “cyber persistence” highlights the importance of
continuous operational engagement over singular strategic blows [17], a lesson
reinforced by Ukraine’s experience. Yet most allied doctrines still compartmentalize
cyber, placing expertise within national-level commands that struggle to influence
battalion-scale operations. France’s 2022 National Strategic Review, shaped by the
war in Ukraine, called for “profound change” in military thinking to incorporate
hybrid realities, and the establishment of COMCYBER represents one effort at
integration [77]. Still, without retraining officers, restructuring organizations, and
accelerating procurement cycles, cyber will remain underutilized at the tactical edge.
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3. The Information Warfare Crisis

The conflict has also exposed that democracies remain dangerously vulnerable
in the information domain. Russia's "firechose of falsehood" strategy [78] has
exploited bureaucratic divides across Western institutions, while Ukraine countered
with a coherent and authentic narrative that galvanized domestic and international
support [79]. The institutional gap is stark: militaries own psychological operations
mandates, civilian agencies manage communications, and private platforms control
much of the information environment.

For NATO members, the lesson is that disinformation cannot be relegated to
the periphery—it is a central battlefield shaping legitimacy and cohesion. The
strategic challenge is to build mechanisms for coordinated, rapid response that
respect democratic freedoms. Without such innovation, authoritarian adversaries will
continue to exploit speed, ambiguity, and societal division.

The Institutional Reform Imperative

The broader implication is that the window for learning is finite. As scholars of
security institutions note, moments of crisis often open rare opportunities for
structural reform [80]. Ukraine has shown how a democratic society under existential
threat can innovate rapidly to outpace a larger authoritarian adversary. But allies
cannot assume these lessons will automatically transfer into their own systems.
Without deliberate reform, bureaucratic inertia risks leaving NATO states unprepared
for the next conflict in which cyber, conventional, and informational tools converge.
The strategic imperative, then, is not simply to admire Ukraine's resilience but to
translate its experience into institutional change—before another crisis forces the
same reckoning under less favorable conditions.

The transferability challenge is substantial. Peacetime democracies face
structural barriers to replicating Ukraine's model: legal constraints on civil-military
integration, privacy protections limiting information sharing, commercial interests
diverging from security priorities, and the absence of existential threat to motivate
coordination. Yet elements can be adapted: pre-authorized emergency protocols,
regular joint exercises, legal frameworks for crisis coordination, and cultural
preparation through education and awareness programs.

Questions about sustainability are also partially answered by duration—
Ukraine's model has now operated for over three years, evolving from emergency
improvisation to institutionalized practice. The relative stabilization of front lines
since late 2022 has allowed refinement of processes and formalization of initially ad-
hoc arrangements. However, long-term sustainability remains uncertain, particularly
regarding volunteer motivation, security risks from distributed operations, and post-
conflict normalization.

V. Three Critical Questions
Ukraine's experience raises critical questions that extend beyond its borders.
These are not only strategic puzzles for Western defense communities but also tests
of whether democratic states can adapt fast enough to counter authoritarian cyber
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power including when combined with military force. Three questions in particular
deserve attention.

First, how should democratic societies organize for cyber conflict?

Ukraine's success suggests that agility emerges from horizontal integration—
government, civil society, and private actors collaborating in real time. This
contrasts with the centralized, hierarchical traditions of most Western militaries.
Some allies are beginning to adapt; Estonia's Cybersecurity Strategy 2024—2030
reflects a "whole-of-country" approach, emphasizing national cyber hygiene
programs and citizen awareness to address vulnerabilities exposed by Ukraine's
experience [71]. Finland's 2024-2035 strategy likewise stresses unified public—
private action as part of comprehensive security [81].

These echo Ukraine's fusion of state capacity with societal resilience, though
whether they can be institutionalized in peacetime without the urgency of war
remains uncertain. Yet this civilianization of cyber conflict also raises profound
ethical and legal questions. The integration of civilian hackers blurs combatant/non-
combatant distinctions fundamental to international law [82]. While Ukraine's
approach has proven operationally effective, it risks setting precedents that
authoritarian regimes could exploit to justify targeting -civilian technical
infrastructure and personnel.

This question must be owned jointly by national cyber agencies, ministries of
defense, NATO and other international agencies, since it implicates both
operational design and legal frameworks governing armed conflict.

Second, how should militaries embed cyber at the tactical edge?

In Ukraine, cyber operations now influence artillery accuracy, drone
reconnaissance, and battlefield deception, becoming woven into daily combat [83].
Many Western doctrines still treat cyber as a distinct strategic function, risking the
loss of its operational potential. France's 2022 National Strategic Review explicitly
drew lessons from Ukraine, calling for “profound change” in military thinking to
integrate hybrid realities [76]. Its creation of the Cyber Defence Command
(COMCYBER) represents a move toward formal cyber—warfighter integration [84].
But the central challenge remains cultural: retraining personnel, restructuring
organizations, and ensuring cyber effects are understood and usable at the battalion
and company levels, not just at national command.

Answering this question falls squarely on armed forces and military education
systems: general staffs, doctrine centers, and professional military schools must
make cyber literacy an operational norm rather than a specialist enclave.

Third, how should democracies defend against information warfare?

Russia has consistently exploited Western fragmentation with volume-driven
disinformation campaigns, while Ukraine countered with a unified and authentic
narrative. Yet information warfare has also been a live battlefield problem. Russian
units have deployed psychological operations in occupied territories, spread false
orders to Ukrainian troops, and flooded frontline Telegram channels with
disinformation to sow confusion and erode morale.

Ukraine responded by tightly coordinating strategic communications across
government and military channels, ensuring that clear, trusted messaging reached
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both domestic and international audiences. Initiatives like the Centre for Strategic
Communications and Information Security (StratCom) and military-linked
Telegram channels provided rapid corrections of false narratives, while OSINT and
volunteer groups exposed Russian fabrications in near real time.

Liberal democracies remain vulnerable because of their open information
environments and bureaucratic divides. France's 2022 Review emphasized "moral
rearmament,”" recognizing that public trust and societal cohesion are as critical as
technical defenses [76]. The pressing challenge is to build mechanisms for
coordinated, rapid response that respect freedom of expression while also delivering
timely counteraction. Even defining success metrics in this domain remains
unresolved.

This question must be addressed by a coalition of actors: strategic
communications agencies, media regulators, civil society fact-checking networks,
military information operations units, and technology platforms. Governments alone
cannot solve it.

Together, these questions highlight both the promise and limits of adaptation
so far. Allies are beginning to act—through strategy documents, new commands,
and public—private initiatives—but Ukraine's experience demonstrates that more
profound institutional change will be required. Democratic states must rethink how
they mobilize society, integrate technology, and defend the information space.
Ukraine has shown what is possible under existential pressure; the challenge for its
partners is to translate those lessons into durable reforms before the next conflict
tests their systems under less favorable conditions.

VI. Conclusion: The Window for Learning

Ukraine’s transformation from cyber victim to cyber power demonstrates that
organizational design and institutional agility—not raw technical capacity—
determine effectiveness in cyber conflict. By integrating civil society, private
sector, and state resources into a coherent ecosystem, Ukraine has turned
vulnerability into advantage, offering a rare living laboratory for understanding
cyber-enabled warfare.

Three broad lessons emerge: horizontally integrated institutions, the
embedding of cyber in conventional warfighting, and coordinated responses to
information warfare. Together, these insights reinforce an adaptation primacy
thesis—that in protracted cyber conflict, organizational adaptability matters more
than initial capability. While this principle is not new, Ukraine provides the first
extended empirical case in the cyber domain, demonstrating how democratic
societies can operationalize it under wartime conditions.

This study also identifies combat-driven integration as a distinct mechanism
of institutional adaptation, whereby existential conflict accelerates the fusion of
cyber capabilities with military and civil structures beyond what peacetime reform
could achieve. While Ukraine’s wartime innovations provide a powerful template
for institutional agility, a critical long-term question remains for Western allies: the
sustainability of such a model. Can a state maintain a high level of national unity
and a robust, volunteer-driven cybersecurity ecosystem in peacetime, when a clear
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and present threat is absent? The collective action and decentralized resilience
observed in Ukraine are products of an existential crisis, and the challenge for allied
nations is to translate these wartime necessities into enduring, peacetime
institutional structures that are not dependent on a shared sense of immediate
danger.

The opportunity is clear: Ukraine shows that democracies can innovate under
pressure to offset authoritarian advantages. The urgency is also clear: unless allies
translate these lessons into institutional reform, future conflicts may expose the
same vulnerabilities. The strategic imperative is not merely to admire Ukraine's
resilience but to translate its experience into institutional change—before another
crisis forces the same reckoning under less favorable conditions. This is particularly
critical as emerging technologies like artificial intelligence threaten to compress
decision cycles and automate elements of cyber conflict, potentially accelerating the
pace of future wars and conflict.

A "post-Ukraine" model of cyber power will not be defined by any single set
of technologies, but by the agility of its human and institutional networks. The
ability to rapidly integrate Al-powered systems, crowd-sourced intelligence, and
dynamic narrative responses will be a direct function of a state's organizational
design—the very lessons Ukraine has so powerfully demonstrated on a sustained,
national scale. The question for Western allies is whether they can embed these
principles into their own systems and doctrine in peacetime, ensuring they are
prepared for a future where adaptability, not just capability, will determine the
victor.

Appendix A: Methodology Note

The conclusions of this analysis are subject to several constraints. First,
because of reliance on open sources and not classified sources, there are inherent
data gaps. Many cyber operations, especially successful ones, remain confidential
due to operational security concerns not least during an ongoing conflict. Second, a
potential systematic bias exists due to the different information disclosure practices
of Ukraine and Russia regarding cyber activities. Finally, this report examines an
active and rapidly evolving conflict, meaning new information is always emerging.
As a result, our conclusions may need to be updated as the situation develops.

Despite these limitations, the large volume of open-source intelligence
available on Russo-Ukrainian cyber activity provides a strong foundation for a
meaningful analysis. These insights are best understood when viewed within the
context of ongoing operations and the continuous evolution of institutional
practices.
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